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The Dawn of Industry 4.0

Today, a new era, the fourth Industrial Revolution—also called Industry 4.0— 
is here. As the Internet and client-server models morph into ubiquitous mobility, 
Industry 4.0 is bridging physical and digital environments and delivering 
technological innovations that were once only possible with special effects  
in science fiction movies. 

The cloud, big data, the Internet of Things (IoT), robotics, 
and artificial intelligence (AI) are enabling automation and 
optimization in entirely new ways that are transforming 
manufacturing, automotive, electronics, and other industrial 
sectors. These changes are happening quickly, leaving many 
manufacturers scrambling to figure out and implement their 
own Industry 4.0 strategies. 

Time is of the essence, but there is no reason to panic.  
A well-researched plan can accelerate time to market faster 
than a mad dash to a launch date. With that in mind, this 
white paper details the common obstacles to successful IIoT 
initiatives and lays out a 120-day plan to overcome them.

“The notion that there is huge difference 
between the industrial world and the 
software world is no longer valid…  
those days are over. In today’s world, 
everything is software.”
J E FF R E Y  I M M E LT
Fo r m e r  C EO ,  G E

Tracing today’s industrial technologies back to their roots may be 
among the most interesting business stories you can explore. Like 
looking at a family tree, you can see a direct line of evolution from 
the steam-powered engines of the 1800s, to the electric mass 
production of goods in the early 1900s, to computers and  
the programmable logic age of the 1960s.
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The Skyrocketing Growth of Industrial IoT 

Over the past few years, there have been dozens of reports that offer a wealth 
of trends, analysis, and predictions for industrial IoT (IIoT), but the numbers all 
have one thing in common: skyrocketing growth. In fact, by 2020, the industrial 
manufacturing sector is predicted to increase spending on IoT to $890 billion,  
while IIoT is predicted to add $14.2 trillion to the global economy overall.1 

Going a level deeper to look at IoT devices and connections, the installed base of 
IoT devices will grow to almost 31 billion worldwide by 2020. At the same time, 
manufacturing will continue to dominate IoT network connections; in 2017 alone, 
growth in this area was up 84 percent.2 

What do these trends look like on the ground at factories and industrial sites 
around the globe? Today, three out of four industrial manufacturers (75.2 percent) 
already have technology initiatives driven by digital transformation, while  
29 percent of manufacturers have already deployed an IoT solution.3 

The bottom line: Digital is driving a tectonic shift in the industrial sector, and  
a majority of business leaders are grappling with what to do about it. Ninety 
percent of professionals in the sector believe that their vertical has already been 
impacted by digital disruption, and 52 percent say their businesses will not exist 
in their current forms in just five years.5 The question is not whether industrial 
companies need to digitally transform, but how. 

Business Barriers to IIoT Digital Transformation

Although IoT is one of today’s most talked about tech buzzwords, many of the 
concepts behind it are anything but new. In 1982, students at Carnegie Mellon 
University put sensors in a campus soda machine so they could monitor its 
temperature and supply. Almost four decades later, this is the same concept 
that powers billions of consumer, enterprise, and industrial smart devices and 
connections the world over. 

W H AT  I S  D I G I TA L  T R A N S F O R M AT I O N ? 

Digital transformation is “the continuous process by which 
enterprises adapt to or drive disruptive changes in their customers 
and markets by leveraging digital competencies to innovate new 
business models, products, and services.”4 

1 https://www.forbes.com/sites/
louiscolumbus/2017/12/10/2017-roundup-of-
internet-of-things-forecasts/#3e2dc4341480

2 Ibid.
3 IDC Analyst Connection, “Digital Transformation 

in Industrial Manufacturing,” Heather Ashton, May 
2017.

4 IDC
5 “How digital technology changes manufacturing,” 

David Trossell, ITProPortal, May 30, 2017
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Just as IoT technologies have a long history, so do the challenges that are 
associated with launching and scaling successful IIoT business initiatives. A recent 
executive survey found that the two biggest hurdles to IIoT projects are difficulties 
showing the value of the offering and, closely related, problems with effective 
marketing and sales. Other top challenges include difficulties creating partnerships 
to launch in new markets, as well as problems with pricing IoT offerings.

Notice that none of these barriers are related to technology; these are all issues 
that stem from incomplete business alignment and value propositions that are 
weak or unclear. 

Fortunately, the root cause of these challenges is not hard to find. Traditional 
commerce that every manufacturer is familiar with—making products, warehousing 
inventory, fulfilling orders, managing self-contained analytics and reporting in self-
managed data centers—is vastly different from the new model of IIoT commerce. 
Digital commerce is agile, software defined, often subscription based, and 
connected to globally distributed partners and technologies.  

Educating internal stakeholders and partners about these differences—as well 
as the overall IIoT opportunity—is a critical starting point for building a strong 
business case for digital transformation. 

I OT  BUS I N ESS 
C H A LL E N G ES

A recent survey6 of executives with 
IoT initiatives found that: 

 › 37% have difficulty showing 
business value

 › 37% have problems with 
marketing and sales

 › 23% have difficulty creating 
partnerships to penetrate markets

 › 22% have pricing difficulties

6 BI Global IoT Executive Survey Q4 2016

T R A D I T I O N A L  CO M M E RC E

 › PRODUCT CATALOG 
Large number of static SKUs

 › CUSTOMER RELATIONSHIP  
Transactional 

 › ENTITLEMENTS 
Order management

 › SUPPLIERS  
Inventoried

 › DATA 
Analytics and reporting

 › INFRASTRUCTURE 
Self-managed data centers

I I OT  CO M M E RC E

 › PRODUCT CATALOG 
Agile, software defined

 › CUSTOMER RELATIONSHIP  
Ongoing service billing

 › ENTITLEMENTS 
Management across devices

 › SUPPLIERS 
Multiple third-parties that become partners

 › DATA 
Service offered as part of solution

 › INFRASTRUCTURE 
Globally distributed clouds
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As we’ve seen, unfamiliar IIoT business models, combined with a rapidly changing 
industry and fierce competition, can create difficulties in everything from pricing to 
partnerships. It many cases, it can also create paralysis; where do you begin trying 
to understand and solve these issues?

You need a clear, step-by-step path forward to ask the key questions that will help 
your business identify the value that IIoT—and digital transformation as a whole—
will deliver, align on these core principles, execute, and succeed. Here we provide 
a 120-day timeline that you can use to guide your efforts and organize your output.

Every business has unique needs and moves at its own pace, but every 
manufacturer must answer these questions to move forward—and in today’s IIoT 
market, the faster the better.

Day 1 Through 30: Explore Your Unique  
Business Requirements 

Before you can truly develop an IIoT strategy that will be successful, you need to 
discover and understand any business or technology requirements that are unique 
to your business. For example, a manufacturer that makes smart devices for the 
healthcare or government sectors probably faces much different security and 
compliance requirements than a company that manufacturers hardware  
for agriculture. 

Another example are requirements based on region, such as needing to comply 
with local tax regulations or data storage rules, or less rigid but just as important, 
needing to accommodate different languages.

Key Questions:

 › What are the unique requirements that currently impact your business?

 › Will these apply to your IIoT initiative? 

 › Are there any new requirements related to digital—such as security and compliance 
related to data and cloud—that you anticipate?

120-Day Plan to Overcome  
IIoT Business Challenges 
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Day 30 Through 60: Identify Your Business  
Priorities and Challenges

This phase is when you will need to dig into the hard numbers that are driving 
your IIoT planning. These figures will give you a good understanding of where 
your business is currently at, and how an IIoT initiative will impact your company’s 
bottom line. 

Day 60 Through 90: Make the Build vs. Buy Decision

IIoT initiatives can only succeed if they are supported by strong technology that 
can seamlessly monetize, distribute, and manage devices and software. With this 
in mind, the question then becomes: What’s the fastest, lowest risk, most cost-
effective way to launch an IIoT platform? This is where the decision to build  
a solution in house or buy—that is, work with a third-party provider— 
becomes all-important.

Key Questions:

 › Is there a timeline for your IIoT project? What and / or who is driving the timeline?

 › If you currently sell devices, how are they sold? Direct or indirect?

 › What is the number of devices that will be using the platform per month?

 › What is the projected growth in applicable devices on the platform per month?

 › What is the current number of transactions per month?

 › What is the average dollar value of transactions per month?

 › What is the projected growth in transactions per month?
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If the answer to any of these questions is no, then working with a third-party 
platform provider is probably the better choice. Working with a partner is almost 
always less expensive and will accelerate time to market, removing much of the 
risk of building an in-house solution. 

If you do buy, be sure to select a third-party provider that has the ability to 
monetize digital offerings through a wide range of devices and with flexible pricing 
models. Also look for a platform that can scale and is able to smoothly transition 
existing partners. Finding a partner that has a strong ecosystem of providers, 
and makes it easy to onboard even more, is also key to building an ecosystem of 
services around your devices. 

Finally, choose a solution that enables the sale of software and subscriptions at 
any time after the initial hardware purchase. With this capability, manufacturers 
can deliver new and innovative services and features on any device or hardware, 
without the typical long deployment cycles. 

Day 90 through 120: Plan for an Ecosystem  
and Develop a Partnership Model

Another aspect of a successful IIoT initiative that deserves careful consideration 
is the ability to recruit, onboard, manage, and support an ecosystem of developers 
and other partners. Ecosystems, in fact, are emerging as a critical differentiator for 
today’s IIoT platforms. The companies that build ecosystems around their devices 
and services are simply able to innovate much faster and deliver more value to 
customers than companies that don’t.

Key Questions:

 › How do you handle billing today? Can your system easily handle different billing 
scenarios (one-time, subscription, etc.)?

 › Do you have an identity provider? If so, can it manage identities across devices  
and software?

 › Do you currently have third-party solutions that are integrated with your core offerings?

 › Can you track key performance metrics and create advanced reports?

 › Is your development team able to spend time on innovation?

 › Do you have a plan to approach security and upkeep of your platform?What is the 
projected growth in transactions per month?
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A B O U T  A PP D I R EC T

AppDirect is the leader in the delivery, management, and monetization of apps and services for 
industrial manufactures, enterprise electronics, and automotive OEMs. We provide a secure, proven 
cloud platform enabling industrial manufacturers and enterprises to build agile businesses around 
value-added software and services.

The AppDirect platform provides manufacturers with the tools to easily manage complex software 
licensing, entitlements, and provisioning between people and their devices, and it offers a complete 
billing and merchandising suite needed to empower customers to discover, use, manage, and buy 
features, apps, and services.

For more information contact  
info@appdirect.com  
or visit www.appdirect.com.

650 California Street, 25th Floor 
San Francisco, CA 94108 
(877) 404-2777

Copyright © 2018 AppDirect Inc.

If you choose to work with a third-party provider, be sure to look for one that 
gives you the onboarding tools and support to make working with developers and 
creating an ecosystem as painless as possible.

Conclusion

With more than $14 trillion in IIoT economic activity on the horizon, it should 
come as no surprise that many manufacturers have made digital transformation 
a top priority. There really is no other option—digital disruption is coming, and 
manufacturers must plan a successful path forward.  

But how? As we’ve seen, understanding IIoT and how it differs from traditional 
manufacturing is a vital first step. Then, digging into your IIoT objectives and 
answering key questions surrounding business requirements, priorities, and 
challenges will lay a critical foundation for building and executing a successful  
IIoT initiative. 

To learn more, visit www.appdirect.com.

Key Questions:

 › Do you work with partners of any kind today? If so, how do you work with them?

 › Ideally, what type of partners would you like to onboard to your IIoT ecosystem?

 › How long does it take from inception to onboard a new partner, if any?

 › How do you or your partners drive activation and adoption among customers today?

 › What parts of your current onboarding process would you like to improve? Why and how?

I N T E R EST E D  I N  
L E A R N I N G  M O R E ?

The considerations discussed in this 
white paper are just the beginning of 
the journey to digital transformation. 
AppDirect is a trusted advisor to 
leading manufacturing companies 
around the globe as they begin 
to explore their options for digital 
transformation and IIoT. 


